VIENNA - AUSTRIA

( IEEE SMC 2025

2025 IEEE International Conference on Systems, Man, and Cybernetics
October 5-8, 2025 | Vienna, Austria

SPECIAL SESSION

Title Code: yc2gj

Risk, security, and resilience in cyber-physical systems
Category

Cybernetics

Organizer(s)

Simone Guarino, University Campus Bio-Medico of Rome, s.guarino@unicampus.it

Camilla Fioravanti, University Campus Bio-Medico of Rome, c.fioravanti@unicampus.it

Francesco Vitale, University of Naples Federico I, francesco.vitale@unina.it

Hangli Ge, University of Tokyo, hanglige@g.ecc.u-tokyo.ac.jp

Francesco Flammini, University of Applied Sciences and Arts of Southern Switzerland, francesco.flammini@supsi.ch

Keywords

Risk Assessment and Management, Cybernetics for Cyber-Physical Systems, Cyber-Physical Anomaly Detection, Ap-
plications of Artificial Intelligence, Multi-Agent Systems

Outline

In an increasingly interconnected and digitized world, cyber-physical systems (CPSs) are essential across various
applications, from industrial automation to smart environments. Their integration of digital, physical, and net-
worked components enhances efficiency but also exposes them to evolving risks, including cyber threats, system
failures, and external disruptions. These risks can lead to severe consequences, impacting both individual systems
and the broader environments in which they operate. Traditional risk assessment methodologies, often static and
predefined, struggle to address these evolving challenges, necessitating more adaptive and resilient approaches.

This special issue aims to explore innovative methodologies for risk analysis and resilience in complex and intercon-
nected systems, considering both cyber and physical domains. We seek contributions on dynamic risk assessment
and management, real-time threat detection, and adaptive response mechanisms to enhance the security and reli-
ability of CPSs across various domains such as energy systems, transportation, water distribution, and smart cities.
A key focus is on data-driven approaches, leveraging data analytics and artificial intelligence for automated threat
identification and superior situational awareness. In this context, we welcome research on advanced techniques for
cyber-physical anomaly detection, particularly those emphasizing high trustworthiness and real-time performance,
as well as research on the development of data-driven predictive models, dynamic risk assessment, and risk man-
agement strategies.
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Furthermore, given the distributed nature of cyber-physical systems, the session encourages the development of
methodological and algorithmic proposals aimed at securing cooperation protocols in multi-agent systems. Finally,
case studies and real-world applications demonstrating the effectiveness of these approaches are highly valued.



