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Outline

This special session focuses on the intersection of Artificial Intelligence (Al), Deep Learning, and Identity & Access Man-
agement (IAM) to combat fraud and cyber threats in modern digital ecosystems. As cyber fraud continues to evolve,
traditional rule-based detection methods are proving insufficient against increasingly sophisticated attack vectors, in-
cluding identity theft, insider threats, and automated bot-driven fraud. This session will explore Al-driven fraud detec-
tion techniques, emphasizing deep learning architectures, behavioral analytics, anomaly detection, and identity-cen-
tric security frameworks to enhance real-time threat detection, risk mitigation, and automated fraud prevention.

The session will cover novel research and practical applications, including:

e Deep learning models for fraud pattern recognition in financial transactions, healthcare, and digital identity
systems

e |AM-integrated Al security frameworks for adaptive access control and fraud prevention

e Behavioral biometrics and Al-powered authentication mechanisms for fraud detection in high-risk industries
Explainable Al (XAl) for transparency and interpretability in automated fraud detection
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