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Outline

The rapid deployment of autonomous vehicles (AVs), including both ground and aerial systems, presents new chal-
lenges in terms of cyber-security, trust, and resilience. As AVs increasingly rely on artificial intelligence (Al) and
machine learning (ML) for real-time decision-making, they become vulnerable to cyber-attacks, communication de-
lays, and uncertainties in sensor data. Addressing these issues is crucial for ensuring the safe and reliable operation
of autonomous systems in complex, dynamic environments.

This special session will focus on the application of Al and ML to enhance cyber-security, trust, and robustness in
autonomous vehicles. Topics include Al-driven security mechanisms to detect and mitigate cyber-attacks, ML-based
anomaly detection for sensor data and communication, and Al algorithms that improve resilience to time-delays in
decision-making. We will also explore how Al can foster trust in human-robot interactions, particularly in critical
scenarios where human oversight is essential. The session will highlight innovative Al solutions for securing AVs and
ensuring their safe operation in uncertain, hostile environments.

With the growing adoption of AVs in sectors such as transportation, defense, and agriculture, the need for secure,
trustworthy autonomous systems has never been more urgent. This session will bring together experts in Al, cyber-
security, and autonomous systems to explore cutting-edge solutions and foster collaboration in addressing these
pressing challenges.
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