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Discrete event systems (DES) provide a formal basis for modeling and analyzing event-driven processes in diverse 

fields, including manufacturing, healthcare, and transportation. Petri nets, a core DES formalism, capture concurrency, 

synchronization, and resource allocation, enabling accurate system representation and performance evaluation. As 

modern interconnected systems in cyber-physical environments grow in scale and complexity, it is unavoidable to 

address increasingly complex cybersecurity threats that demand robust detection and defense mechanisms. Simulta-

neously, leveraging AI-driven applications for advanced decision making and optimization poses a distinct challenge, 

requiring novel algorithms and methods to handle the massive scale and evolving complexity of real-world systems. 

 

This special session aims to spotlight novel theoretical developments and practical methodologies that enhance cyber-

security and AI-driven applications in Petri nets and DES. We welcome contributions on advanced techniques for attack 

detection and mitigation, observation-based property verification methods under adversarial conditions, and strate-

gies for intelligent decision-making. By bringing together academia and industry, the session seeks to foster interdisci-

plinary collaboration and drive innovation in building more resilient, adaptive, and efficient event-driven systems. 

 

Sub-topics (include but are not limited to): 

 

• Petri net modeling and analysis 

• Attack detection and mitigation strategies 
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• Formal verification and supervisory control for security 

• AI-driven approach for dynamic optimization and control 

• Applications in Cyber-Physical Systems 

• Integration of AI algorithms and security protocols in real-world systems 
 


